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Figure 1: Newell’s time scale of human action [48] [30]

1 Introduction

Humans perform actions across a wide range of time scales, from the firing of individual neurons approximately
200 times per second, to the submission of a research paper, which may occur only several times per year. Our
actions form a hierarchy of time scales separated by orders of magnitude, with low frequency events emerging
from many high-frequency ones. This is nicely captured by Newell’s time scale of human action, as shown in
figure

Additionally, actions can be involuntary, driven by physiology, or deliberately performed by the conscious
mind. Sometimes there is no clear distinction between an involuntary and deliberate action, and our behavior is
the result of a mix of the two. Consider the times of correspondence in email communication. The time it takes
to read and respond to any particular email depends its length and importance, as well as the typing speed and
cognitive processing capabilities of the individual. If we look at the times of correspondence over several months,
we will instead see different properties in the temporal dynamics of the individual: circadian and weekly rhythms
emerge. At this scale, the burstiness of human behavior becomes apparent [6].

The sequence of timestamped actions, or events, make up the temporal dynamics of an individual. In this
work, the time between events, or inter-event time, is of interest. In a series of timestamped events, let the the

th event be t,. The series of time intervals is given by 7, = t,, —t,,_1. A series of time intervals and

time of the n
the time of the first event are necessary to fully reconstruct the sequence of events. This work proposed the use
of time intervals for problems related to biometrics.

Events may contain additional information, such as a duration or intensity, although this information is not
considered in the current work. We will treat events as instantaneous points in time with no two events occurring
at the same instant, resulting in 7 > 0. In practice, time must always be discrete, and we are really only able

to observe the number of events, N(t,t + €), that occur within a finite time interval, [¢,¢ + €]. Despite this, the
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resolution with which we can observe events is usually much higher than the event rate, and discretization is
negligible. The temporal dynamics in a series of events, or even a single event, may still be used to reveal and

verify the identity of the individual.

1.1 Problem statement

There are primarily three problems associated with a time interval biometrics (TIB). The first two are derived
from problems traditionally encountered in biometrics, while the third is akin to problems encountered in time

series analysis.

Attribution Given a sequence of events with known identities, decide which entityﬂ is responsible for a sequence

of 1 or more events with unknown identity

Verification Given a sequence of events with known identities, decide whether claimed responsibility for a

sequence of 1 or more events is legitimate
Prediction Given a sequence of events from a single entity, predict the time of a future event

The first two problems may be explored from either a biometrics or forensics perspective. A forensic analysis
would require the attribution or verification of some historic event, while biometrics does the same for a novel
event. The problem of predicting the occurrence of the next event is an important one and deviates from the
problems normally encountered in biometrics. Event prediction plays an important role in resource allocation and
decisions making. For example, predicting the time a cell phone user will place a call can help network providers
manage their resources effectively. Likewise, predicting the time of the next attack from a terrorist group can

help mitigate risk and aid in decision making.

1.2 Motivation

Many biometrics rely on spatial information, such as face, fingerprint and iris. Such biometrics are difficult, or
impossible to obtain without the user’s consent. On the contrary, it is nearly impossible to avoid the trail of
timestamps that are generated from such mundane activities as typing, answering emails, and placing phone calls.
While spatial information (e.g. IP address and GPS coordinates) can be masked in any of these scenarios, the
temporal information is persistent. This dissertation will bring to light the need to mask temporal behavior if
one wishes to remain truly anonymous.

There are several reasons to believe that TIB will become increasingly popular over the next several decades.
In the age of increased privacy and security concerns, temporal behavior remains largely ignored. This is likely
to change, as timestamps are ubiquitous, perhaps more so than any other biometric. We will likely see an
increased number of applications that warrant a TIB approach due to missing, unreliable, or encrypted event

information. Encrypted network traffic, anonymous phone calls, terrorist events with no physical evidence, and

1The entity could be an individual or a group and the identity is a name for the entity
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anonymous monetary transactions are all subject to temporal behavior analysis. Besides that, many existing

behavior biometrics can be augmented by incorporating temporal behavior using the proposed methods.

1.3 Thesis

The proposed dissertation is summarized by the following thesis

Timestamped human events, generally characterized by periods of activity and inactivity, can be used

for the purpose of biometric identification, verification, and prediction.

Through careful experimental design and mathematical rigor, the dissertation will show this statement to be true.
This proposal is a roadmap for the development of biometric identification and verification methodology based
on time intervals. The work starts by describing the current state of the art in this niche field, in section §2|
followed by preliminary work in section The effort involved in completing a successful dissertation is outlined
in section §] and some preliminary experimental results are presented in section §5 Conclusions are drawn in

section §7] after the timeline of proposed work in [6]

2 Related work

There has already been a significant amount of work performed related to the analysis of human-generated time
intervals. While a comprehensive review is beyond the scope of this proposal, the focus here is only on research

that has inspired or is directly related to the methods proposed.

2.1 Random time interval generation

Though this work will justify the use of time interval biometrics with empirical and theoretical arguments, the
use of time intervals for biometric purposes is not novel. Identification based on sequences of discrete events
dates back to World War II, where a technique described as the “Fist of the Sender” was used to identify Morse
code operators during the transmission of a message. Keystroke dynamics is also surrounded by a rich literature,
dating back to at least 1980 |2I]. More recently, the timing of various human-generated events, such as email
correspondence and rhythm generation, has been considered, as described is this section.

It appears that human-generated time intervals for biometric identification was first explicitly proposed in
[33]. In that work, a dynamical systems approach was used to verify the identity of 40 participants who generated
random time intervals by repeatedly pressing a single key on a keyboard. Participants were asked to press the
key “as irregularly as possible” after being given a definition of randomness, and produced 10 different samples
collected over 5 different days. The samples each contained 128 key presses, or alternatively 127 time intervals. The
author employed Takens’ Theorem by reconstructing a multi-dimensional system through time delay embedding
of the random time interval (RTI) series. Parameters for time delay embedding were chosen by a functional

that measured the net class separability. Distances were then taken between the samples in reconstructed phase
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space (RPS), using the multivariate Wald-Wolfowitz test as a distance measure [19]. Finally, the distances were
used to place the samples back in vector space by multidimensional scaling (MDS). With the samples in feature
vector space, the author used standard techniques for validation; first a simple thresholding scheme followed by a
support vector machine (SVM) variant aimed at minimizing in-class variance, the minimum class variance SVM.
Performance was reported in terms of the equal error rate (EER), with authentication error rates as low as 5.40%.

Ref. [33] used time intervals that require active participation in collecting data. This is unlike most of
the time intervals considered in this work, which occur “naturally,” or without the user’s active participation.
Such examples are email correspondence and web browsing history. It also is interesting to note that the data
collection methodology in [33] required participants to be as random as possible. It has been shown that humans
are inherently bad at generating random numbers [60], and perhaps the inability to be random contributes to the

effectiveness of rhythm generation for biometric authentication.

2.2 Network traffic

Classifying network traffic has implications for network operators in effectively managing resources and preventing
or detecting security breaches. In the past, network traffic has largely been classified by port number, host
information, or payload analysis. A relatively new concept is application or device identification using the packet
inter-arrival times (IAT) [5I]. The IAT is defined similarly as the inter-event time with the arrival of a packet
making up one event.

Network traffic classification based on packet IAT is of interest for several reasons. Using only the IAT, this
method does not rely on port number or host address information, both of which can be misleading [4]. Similar
reasoning applies to device fingerprinting. In [69] 56|, a method is developed that relies entirely on the packet IATs
from wireless devices to identify a specific device or device type. The technique can be applied passively when
the network traffic is observed as a third party, or actively, by pinging the host and recording the response times.
The authors trained a neural network on some novel IAT features and obtained a good classification accuracy on
several dozen devices. Computational time in using the packet TAT only is low, as this method doesn’t require
payload analysis.

The inter-event times of human actions, such as composing a short message on an Internet chat system, is
vastly different from the IAT of the underlying packets transmitting the message. This is pointed out in [I§],
where the distributions of IAT between Internet traffic and chat messages are compared.

Operating at a higher level in Newell’s time scale is the problem of network intrusion detection. In [6I], a
nonhomogeneous Poisson hidden Markov model (NPHMM) is defined as an anomaly detector in monitoring a
user’s network behavior. The model relies only on timestamped actions, such as placing a phone call or sending
a message. A similar model is presented in [35], where a NPHMM is used to model the El Nino-La Nina cycles

in hurricanes, which ultimately affect the insurance claims in susceptible regions.
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2.3 Human behavior

The inter-event times of human actions are generally modeled by heavy-tailed distributions [T1]. It has been
shown that numerous human activities, such as email correspondence, phone calls, and print job submissions,
follow power law distributions [6]. Caution must also be taken in declaring a power-law distribution, as the
log-normal is often an adequate alternative. This is especially true when the log-normal is being compared to
a truncated power law [55], where both distributions exhibit heavy tails and can become indistinguishable from
each other. Whether one model is more appropriate than the other is somewhat a matter of debate. In [65, 5]
it is disputed that a log-normal distribution provides a better fit for the time intervals of email correspondence.
Log-normal distributions are usually the result of a multiplicative process [42], and power law distributions may
arise from a nonhomogeneous Poisson process [26].

Evidence of scale-free behavior is thought to be a sign of complexity [50]. There are countless naturally
occurring and man-made mechanisms that result in power law distributions [II]. The conditions for the emergence
of a power law inter-event time distribution is postulated by several authors. In [26], power law distributions are
shown to arise from a nonhomogeneous Poisson process or a group of heterogeneous Poisson agents. This result
partially motivates the model proposed in this work.

Sometimes, the event time intervals do not exactly follow a power law distribution, as they are influenced
by circadian, or other, rhythms. A notable example is email correspondence, where heightened frequencies can
be observed during daylight hours, and Monday through Friday. In [38] [37], the authors reject the hypothesis
that the inter-event times between email correspondence strictly follow a power-law, and propose a cascading
nonhomogeneous Poisson process that captures the varying intensity of an individual. The proposed model accu-
rately reproduces the empirical distribution of inter-event times, while a power-law systematically underestimates

intervals in the ranging between 16 and 32 hours due to the circadian nature of email correspondence.

2.4 Psychology of time

Humans process time at different scales. At higher scales, actions are dominated by circadian rhythm and time is
subjectively reconstructed [8]. At lower scales, there are thought to be several different mechanisms responsible
for time interval production and assessment.

A distinction can also be made between implicit and explicit timing [74]. As an example of explicit timing,
consider a sprinter anticipating the start of a race. The estimation of when the starter’s gun will fire requires an
explicit representation of time. On the other hand, consider a distance runner aiming for a specific lap time. The
lap time emerges as a result of the runner’s speed and endurance, and is considered an implicit representation of
time.

It is also believed that initiating movement is explicitly timed, while the duration of movement is implicitly
timed [74]. Many of the actions consider in this work contain a mix of implicit and explicit time representations
with no clear distinction between the two. In email correspondence, the long intervals from day to day are perhaps

the result of explicit timing, as an individual may choose when to begin an email correspondence session. The
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Figure 2: Double-chain hidden Markov model as used in [37]. The hidden state is given by z,, and a first-order
dependency exists between states and observations resulting in a double-chain structure.

inter-event times within each session are rather implicitly timed, depending on a number of factors such as reading

and typing speed, message importance, and priority of other tasks.

2.5 Related generative models

The authors of [38] do an excellent job of modeling the heavy tails observed in email correspondence behavior by
proposing a nonhomogeneous Poisson process that accounts for circadian and weekly periodicities. They analyze
a database of 394 email accounts that sent at least 41 emails over 83 days. The inter-event time is taken as the
time between sent emails, and this was shown to exhibit a heavy-tailed distribution. Despite this, the best-fit
truncated power-law distribution was rejected for 344 users through Monte Carlo hypothesis testing, and this was
partly due to the underestimation of intervals in the range of 24 hours.

The proposed model was a cascading nonhomogeneous Poisson process, where the cascades represent periods
of activity. Reasoning for the model is as follows: a user will generally respond to several emails in one sitting, and
during that time the individual is considered to be an active state. During the active state, email correspondence
follows a homogeneous process. That is, the time between sent emails is random. The initiation of the active state
is governed by a nonhomogeneous process with its intensity described by a square-pulse distribution. Circadian
and weekly patterns are captured by the heightened activity of the square pulse on weekdays and during daylight
hours. In testing the goodness of fit, this model was rejected for only one user through Monte Carlo hypothesis
testing with a 5% threshold. This established strong evidence for the proposed model as a viable explanation for
email correspondence behavior.

One of the only apparent drawbacks of the proposed model is the computational cost in estimating the model
parameters. This was performed through a simulated annealing procedure, which yielded strong candidates in
each fitting, but is computationally expensive. In [37], the same authors propose a double chain hidden Markov
model (DCHMM), which is similar in nature to [38] but takes advantage of efficient parameter estimation through
the expectation maximization (EM) algorithm. Unlike a typical first-order HMM, the DCHMM introduces a first-
order dependency between observations, as shown in figure 2] Thus, the probably of sending an email at any
given time depends on the state of the individual and the time since the last email sent.

The authors of [22] analyze file-sharing behavior on a large scale to determine whether copyright laws are
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effective in limiting the sharing of copyrighted material. They analyze a large database of peer-to-peer (P2P)
file sharing activity in an attempt to model the behavior of individual users. A 2-state hidden Markov model is
developed that predicts download activity on each day based on the download activity of one day prior and seven
days prior, creating a second-order model. This structure was justified by the autocorrelation of download activity,
which showed high correlation for a lag of one day and peak correlations at 7 day intervals. A goodness of fit
test was performed visually, with the synthetic data appearing very similar to the real data. Several international
regions were analyzed in an effort to understand the effect of copyright laws on file sharers. It was determined
that the implementation of stricter copyright laws has only a short term effect in the behavior of file sharers,
suggesting other means of managing illegal file sharing are necessary.

A generative model for terrorist activity has been undertaken by several authors. In [I3], the frequency of
severe terrorist events is shown to be scale free with roughly 13-year oscillations. The power-law behavior was
shown to be robust, and remained intact when controlling for such variables as country and weapon type. Later,
the same author showed the probability of a 9/11-sized event to be much greater than intuition might lead us
to believe [I2]. Using historical data from 1968, the probability of observing at least one 9/11-size event was
estimated to be 11-35%. In this range, the presence a 9/11 event is certainly not an outlier.

The time-clustered properties of global terrorist events was studied in [67]. While severe terrorist events were
shown to be memoryless, global terrorist events indicated bursts of activity and time-clusterization. The Allan
Factor was used to reveal the non-randomness of terrorist events. This measure is described in more detail in
section

The authors of [57] define a hidden Markov model for capturing the behavior of terrorist groups. The authors
defined 2-state model corresponding to the active and inactive behavior of a group. Some of the problems addressed
in [57] included the determination of when a group experiences an uprise or downfall in activity and the prediction
of future events for a single group. A goodness of fit to the empirical inter-event times was determined using a

Kolmogorov-Smirnov test, and the model was found to faithful to the data.

2.6 Point processes

Point processes are well studied, dating back to the mid-19th century [I5]. David Cox established a theory of
point processes [16], aimed primarily at modeling. Other works include [I7] and more recently, [34]. A point
process is a process that generates point events over a single axis. This is usually taken to be instantaneous events
occurring in time, although spatial and multivariate point processes are popular in some applications.

There are several formulations of a point process, with two of the most common shown in figure In the
windowed observations, there is a finite time interval, T, over which we observe the number of events that occur
within the interval, given by N(T). This type of model specifies the event intensity as a function of time. An
alternative representation is given by the time intervals between events. In this view, the inter-event time, 7, is a
function of the event count. While the windowed observations require the discretization of time, the inter-event

times do not. In reality, the timing of any event by a digital computer is performed under the first type of model,
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Figure 3: Two ways of modeling a point process

since the discretization of time is inevitable. Usually, the resolution of the system clock is fine enough to not
be noticed. The time an email was sent, a mobile call or message received, and similar low-frequency events are
generally reported to the user in a resolution far above the timing capabilities of the device. The same cannot
be said for higher-frequency events, such as keystroke, where the precision of the system clock has a noticeable
effect on time interval-based biometrics [28].

While most models of human behavior use windowed observations, the model proposed in this work is of the

second form shown in figure [3] This approach is thought to be more appropriate for time interval biometrics for
reasons discussed in section

3 Preliminary work

Past work has primarily used nonparametric models and considered only the problems of attribution and verifica-
tion. A nonlinear dynamical systems approach was taken by treating the user as a stochastic dynamical system.

The approach, results, and limitations of previous work is described in this section.
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3.1 Dynamical systems approach

In [43], a method is developed for identifying and authenticating a person from a one-dimensional biometric
sample, where each sample is composed of time intervals from a repeated action. The methods were developed
using a rhythm-generation dataset obtained from subjects pressing a single key on a keyboard. Each sample was a
time series of 129 intervals from 130 key-presses. Since it was only a single key being pressed, it was not possible
to extract a rich set of features as is normally performed in keystroke biometrics. Instead, distances between
samples were compared in reconstructed phase space (RPS) using a nonparametric two-sample test.

By Takens’ Theorem, we can reconstruct the dynamics of a system through time delay embedding of only a
single observed variable [66]. This theorem lies at the heart of the methods developed in [43]. The time-delay
embedding parameters for each sample were determined by the minimum description length (MDL) principle [23].
After embedding, the multivariate samples were compared to each other using the multivariate Wald-Wolfowitz
(MWW) two-sample test [I9]. The MWW test is a nonparametric test to determine whether two samples come
from different distributions, and was proposed as an extension of the univariate Wald-Wolfowitz test [73].

The MWW test statistic is calculated as follows. Consider the two samples embedding in dimension d,.. Take
the embedded vectors from both samples and construct the minimum spanning tree (MST) over all observations
in R%. A run is a segment of the tree that traverses vectors from only one sample. Runs are separated by edges
which connect nodes (i.e. embedded vectors) from different samples. In the case that both samples came from
the same distribution, the branches of the tree will likely encounter vectors from each sample, resulting in a large
number of runs. If the observations came from different distributions, then the branches will traverse the vectors
of one sample and then the other sample, resulting in relatively few runs.

As an example, consider a pair of multivariate samples in two dimensions. Each sample contains 10 vectors.
The MST is shown in figure [fa] and the runs in figure[db] Both samples came from the same distribution, resulting
in a large number of runs.

The number of runs is used in the WW statistic to determine whether the samples originated from the same
distribution. More precisely, the WW statistic and the expected number of runs are given by equation and

equation , respectively, where m and n are the number of vectors in each sample and N = m + n.

2mn
E(R)=——+1 1
(R) = 20 )
R—Zmn g
W= = ; (2)
(2mn(2mn7N) ) 2
N2(N-1)

It has been shown that E(R) has a standard normal distribution [19].
Since the MWW test relies on the construction of the minimum spanning tree (MST), the total cost of the test
is O(N3). Ref. [43] showed that the MWW test statistic can be efficiently computed by optimizing the neighbor

search with a data structure such as a KD-tree, without loss of statistical power. This reduced the computational
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Figure 4: Multivariate Wald-Wolfowitz test

Table 1: Experimental results from [43].

Dataset ‘ Freq. (Hz) ‘ Embed. ‘ ACC1(%) ‘ EER(%) ‘

Pass. 8.5 [1,2] 33.3 18.3
Mouse 9.0 [1,2,3] 34.5 17.1
Keyst. 4.2 [1,2] 43.1 12.7
Key-blow 3.4 [1,2] 44.1 14.0
Web 6.8x107° | [L,...,9] 16.2 32.8

cost of the test to O(Nk log(Nk)), a necessary optimization since a large number of pairwise distances had to be
computed.

Using the MWW as a distance measure, the pairwise distances were obtained from all the samples. A linear
weighted kNN classifier was used to determined the identification accuracy, and a global distance threshold to
obtain verification accuracy. In addition to the time interval dataset mentioned above, performance results
on similarly-size datasets were obtained, including password entry, free-text keystroke, mouse movement, and
website visits. In all experiments, only the inter-event times are used. See [43] for details on each dataset. The

experimental results are reproduced here in table [T}
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Figure 5: Two Bitcoin transactions with multiple outputs and multiple inputs. The total values of the inputs
must be distributed to the outputs [I].

3.2 Bitcoin transactional behavior

More recently, methods for identifying users in the Bitcoin network based on transaction behavior [44] were
developed. Taking a similar approach as [43], samples were first time-delay embedded and then compared using
the approximate MWW. Through Monte Carlo hypothesis testing, most of the data was shown to be nonrandom
and some of it to be nonlinear, as justification for the dynamical systems approach.

A Bitcoin transaction is composed of one or more input addresses, one or more output addresses mapping the
bitcoin values to each address, and a timestamp in second resolution. Each transaction utilizes the total bitcoin
amount from the input addresses and distributes this as specified by the transaction to the output addresses; it
is therefore a many-to-many function. An example transaction sequence is shown in figure [f]

Due to the nature of the Bitcoin network, any transaction that uses more than one input address automatically
links those input addresses. This is a result of the fact that a user must prove ownership of each input address
in a transaction and allows us to create a user network from the transaction network[4I]. Several transaction
features were defined. In addition to the timestamp, from which we can get the time intervals from successive
transactions, the number of inputs, outputs, and coin flow of the transaction were considered. The coin flow is
the value gained by the entity that initiated the transaction. When bitcoins are lost, this value is negative. It is
the dynamics of each feature that allowed users to be identified by transaction behavior. The main results of this
work are summarized in table 2

As further justification for the dynamical systems approach, Monte Carlo hypothesis testing was performed

for the three following hypotheses:
° él): The data is completely random, ie. shows no temporal correlation
° Hé2): The data was produced by a linear stochastic process

o Hé?’): The data was produced by a nonstationary stochastic process

For Hél) and HSQ), surrogate data samples consistent with the null hypothesis were generated [24, B0, 68]. To
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Table 2: Experimental results for user classification and verification based on several features of Bitcoin transaction
behavior, reproduced from [44].

ACCL(%) | EER(%)
Inter-event time 30.3 22.6
Hour of day 25.1 24.8
Time of hour 4.4 48.8
Time of day 21.0 27.5
Coin flow 49.7 13.1
Inputs and outputs 22.1 27.5

test Hél), the surrogates are simply random permutations of the original series. Permuting the values destroys
any temporal correlation while retaining the same empirical distribution. To test H(()Q), the method of Amplitude
Adjusted Truncated Fourier Transform (AATFT) [24] was used. This method essentially preserves the power
spectrum and empirical distribution of the original series while destroying any nonlinearity. For Hé3)7 the cross
sample nonlinear prediction error (NPE) between samples distant in time was used to detect any drift. The results
of this test were presented visually, by the relative error obtained when comparing samples from non-overlapping

time segments.

3.3 Limitations

Research in time interval biometrics is still in its infancy and the methods developed thus far have many limi-
tations. First, the limitations of previous work should be recognized, followed by the limitations recognized in
related work.

Most importantly, the methods in section §3] do not consider, or account for, the nature of human behavior.
Treating a human as a nonlinear dynamical system is convenient, and effective in some cases, but does not
necessarily reflect the true mechanisms responsible for generating events. The methods described above are not
generative, and therefore an explanation for the observed behavior cannot be offered. This approach has weak
theoretical justification at best, and can only be justified by the empirical results obtained. Additionally, the
dynamical systems approach described above requires massive amounts of data. It is relatively robust to noise
when enough data is acquired, but this assumption fails for low-frequency events with limited data.

While others have developed generative models motivated by human and group behavior, most of these models
have not been directly applied to the three problems mentioned in section Model selection is primarily driven
by statistical methods, and while it is nice to have a model that fits the data with maximum likelihood, selection
criteria for the problems mentioned in section {I] should be based on the relevant performance measures. In
other words, classification, verification, and prediction accuracies should also guide model selection, as opposed
to likelihoods alone.

Lastly, other research primarily utilize models of the first type in figure Observations consist of event

intensity over a finite time interval and the eventual discretization of time. It would be appropriate to explicitly
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Table 3: Human temporal behavior datasets. The reported frequency (Freq.) is the average event frequency of
each entity.

Dataset | Ref. | Size | Freq.(Hz) |
Keystroke 72 1.2m keystrokes, 150 users 4.2
Eye fixations 29 40k fixations, 306 users 3.6
Rhythm generation [52] 54k presses, 60 users 3.4
Mouse clicks [46] 30k clicks, 100 users 0.7
Mobile calls and messages | [40] | 13k calls, 85k SMS, 27 users | 1.2 x 10~
Web-browsing [53] | 4.3m page visits, 452 users | 6.8 x 1075
Micro-blogging [20] | 227m messages, 14m users | 6.9 x 10~°
Bitcoin transactions [58] 37.4m transactions 2.5 x 1076
Linux kernel contributions | [54] 300k commits 1.8 x107°
Data breaches [14] 4.5k breaches 5x 1077
Terrorist events [31] 129k events 2 x 1077
White House visits [27] 3m visits 4x107%

model the intervals between events, as opposed to the event intensity, supporting a model of the second type in

figure

4 Proposed work and methodology

This work will formalize the now loosely-organized concepts surrounding time interval biometrics. This section
will outline what needs to be accomplished. The proposed work can be broken up into 3 stages: data collection,
model specification, and model evaluation. A generative model is described, first justified by some empirical
observations of human behavior. Model evaluation and selection will be based on maximum likelihood principles
and performance in the three problems this dissertation aims to address. Extra steps will also be taken to allow

for experiment reproducibility.

4.1 Data collection

The proposed dissertation will utilize all publicly available datasets. Many of the datasets have not previously
been considered for the purpose of biometric identification and verification. For those that have, using publicly
available datasets will allow the developed methods to be benchmarked against other work. The use of a wide
range of datasets is motivated by the ubiquitous nature of human temporal dynamics. One of the questions this
dissertation aims to answer is whether the same basic model is applicable across vastly different time scales. The
datasets considered are summarized in table [3l

The event frequency reported in table [3] is an estimate of the event rate from a single entity, not the global
frequency of events. It’s important to keep in mind that this includes both active and inactive periods of activity.

As will be shown later, the event frequency often varies with time. In much of the data, bursty behavior can



4 PROPOSED WORK AND METHODOLOGY 16

be observed with high-frequency intervals separated by long periods of silence. One notable example is in web
browsing, where people generally visit several sites in one session, followed by a period of silence lasting anywhere
from a few hours to a day.

Since all publicly available datasets will be used, much of the work at this stage involves data preprocessing.
Most datasets have the events explicitly encoded as a single record, although a few datasets require more attention.
In particular, the eye movement data is provided as screen coordinates sampled from a fixed rate eye camera
(1Hz). From this, the fixations and saccades can be extracted using standard techniques [59].

Keystroke happens to be of the fastest behaviors considered, while terrorist events and White House visits are
both low frequency activities with some entities generating at most one event per year. With such low frequencies,
long observation times are required to fit a model. In such cases, entities with too few events must be eliminated
or handled specially. On the other hand, some datasets contain thousands of entities with a sufficient number of
events for analysis. Subsets of the large datasets must be taken, subject to the computational resources available.
The largest dataset of micro-blog posts on the popular Weibo platform, contains approximately 14 million users.
Without enough computing power to train a model for every single user, this population will have to be reduced
for analysis.

There is occasionally an artificial upper bound on the interval that can occur between events. This has the
effect of truncating the power-law behavior, if any, of the inter-event times. For example, keystrokes are collected
in sessions and inter-event times between sessions are not considered. The same can be said for eye movement.
Therefore, the inter-event time in both these datasets is tightly bounded above by the session length, which has
been set in some way by the experimenter. In practice, the upper bound will be much less than the session
length, since each session must also contain a minimum number of keystrokes within a finite amount of time. The
estimation of upper bounds in a truncated power law is generally difficult.

The data breaches dataset, provided by Privacy Rights Clearinghouse, contains major data breaches reported
since 2005. Many of the victims in this dataset are companies, and no single company has more than 10 reported
data breaches. The entities in this dataset are defined as the business sectors to which the attacked companies
belong. It seems that there does not exist an extensive cyber crime dataset in which events are attributed to
specific criminals. Modeling events from the victim’s perspective will demonstrate to what extent a particular
sector is prone to attack. If we assume that attackers generally stick to attacking a single sector (an unreasonable
assumption, but perhaps true to some extent), then the attribution and verification of events has a straightfor-
ward interpretation. For example, in the data breaches, there are 7 different business sectors (financial, retail,
educational, government, medical, nonprofit, and other). With the above assumption, being able to attribute an
event to a certain sector is equivalent to the attribution to a group of cyber criminals. The nature of cyber crime
makes perpetrator identification extremely difficult. This is a problem that deserves particular attention in the
future.

Lastly, many of the visitors in the White House visitation logs are group tours or have only logged one visit.
For repeating visitors, an interesting problem is detecting irregular patterns of activity when no ground truth

is available. The proposed model will be utilized in this sense since detecting irregular temporal activity of an
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entity can be recast as a problem of verification.

4.2 Model specification

The next stage of the dissertation will involve the development of a generative model, and this is where the bulk
of the work will be performed. First, rationale for the model will be provided, followed by its derivation and some

evaluation criteria.

4.2.1 Motivation

Power law behavior seems to be prevalent in human temporal dynamics. It is well known that events such as
email correspondence [71] and telephone calls [10] show bursty patterns and follow distributions with a heavy
tail. Less studied from a human dynamics perspective are events occurring lower in Newel’s time scale, such as
keystroke and eye movement. Later, we will see that the inter-event times of these activities also have particularly
heavy tails. This is in stark contrast to the widely held Gaussian assumption of keystroke timings, as reflected
by the mean and standard deviation commonly used for describing keystroke feature distributions [64].

We will usually be dealing with a truncated power law. The truncated power-law distribution is given by

p(z) =Cx™® Tomin < T < Tmas and a > 1

where « is usually referred to as the scaling exponent and must be strictly greater than 2 in order for the
distribution to have finite mean, and C' is a constant scaling factor. Inter-event times are truncated at least by
the resolution of the timing device and the lifetime of the entity.

From the datasets listed in the previous section, consider the inter-event time distribution of terrorist events
from the Palestinian Islamic Jihad (PLJ) group, as well as the key-press latencies from a single user typing
several sentences. The complementary cumulative distribution function (CCDF) for the empirical distribution
and best-fit truncated power law[3] are shown in figure @ with the log-residuals shown underneath.

Although both samples systematically deviate from the truncated power law, a reasonable fit is obtained.
Deviations from the power law may be partially explained by circadian, weekly, and monthly rhythms in the case
of terrorist events, and “cognitive rhythm” in the case of keystroke. It is this rhythm that we are interested in
capturing.

Power law behavior in the inter-event times of a point process is often a sign of complex behavior [26] and
can be due to a variety of factors. One such explanation is a Poisson process with a varying intensity, or a
nonhomogeneous Poisson process (NPP). A wide range of intensities can be shown to give rise to a power-law
distribution of inter-event times that scales with exponent o = 2.

With evidence for possible complex behavior, the next step is to examine the temporal structure of event
sequences and verify the varying event frequency. A useful measure for this purpose is the Allan Factor (AF),

which indicates to what extent a point process is clustered in time [2]. The AF can be used to determine whether
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Figure 6: Time interval distributions showing power-law behavior

a point process is completely random, i.e. follows a homogeneous Poisson process, or deterministic. Let Ny (T')

denote the number of events that occur in the k! time interval of length T'. The AF is given by

(N1 (T) = Ni(T))%)
2(Ni(T))

AF(T) = (3)

This can be interpreted as the frequency-deviation of a process with sample period T', with higher values indicating
frequency instability. For a completely random process, the AF is constant for all T, indicating a memoryless

process. If the events are clustered in time, then the AF will vary as a power-law by

T (03
AF(T) =1 —
T)=1+ (T1>
where T7 marks the onset of scaling behavior. We also have limp_,g AF(T') = 1.
The AF for PIJ terrorist events and key-press latencies is shown in figure [7] The log-log plots indicate an
approximately linear increase in AF with period length 7" and scale factor a = 1 in both processes. Oscillations

are also noticeable in the PLJ events, an indication of circadian and weekly rhythms.

4.2.2 Time interval hidden Markov model

Given the findings above, it is appropriate at this point to begin specifying a generative model. We have seen that
human activities generally result in bursts of activity, or time-clustered events. Modeled as a Poisson process,

this indicates a time-dependent intensity. We can also roughly group the inter-event times into two different
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Figure 7: Time-clusterization of terrorist events and keystrokes shown by the approximately linear increase of the
Allan Factor on log-log plots.

categories, that reflect an inactive state, for long time intervals, and an active state, for short time intervals. Let
us assume that the expected time interval, or the time until the next occurring event, depends only on the state
of the system. Further, as the system advances by discrete steps with the observation of an event, a Markovian
assumption will be made: the current state of the system depends only on the state in the previous observation.
These assumptions give rise to a 2-state hidden Markov Model (HMM).

Given the previous description, the latent variable z, is introduced to indicate the hidden state at time n,
where z, = 0 or 2z, = 1 corresponding to the passive and active system states. The observation at time n is
the time interval 7,,. The probability of staying in state 0 and 1 is given by a¢ and a; respectively, while the
probabilities of transitioning into the alternative states are given by 1 —ag and 1 —a;. The 2-state model is shown
in figure[§

In each state, we have an emission probability p(7,|z), that depends on the system state. A log-normal
distribution is used to model the expected time intervals. While the power-law distribution is usually associated
with a nonhomogeneous Poisson [26], the log-normal often behaves very similar to a power-law, especially when
the range of values is truncated. Often, it can be difficult to discern between the two distributions, and whether
a log-normal or power-law better model some aspects of human behavior is beyond the scope of this work. The
log-normal can be made to mimic a power-law, and both distributions exhibit heavy tails [55]. With this in
mind, maximum likelihood parameter estimation for a log normal is straightforward, while fitting a power law or
truncated power law can be difficult [ITI]. There are several forms of the log-normal distribution. The one used

in this work is
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The complete model parameters are given by 6 = {a;;, m;, s, 0;}, where a;; is as defined earlier, ; are the
steady-state probabilities, and p; and o; are the parameters for the log-normal defined above in each state.
Estimation of a;; and m; can be obtained by the Baum-Welch (BW) algorithm, to be described in more detail
in the dissertation. Of greater importance is the estimation of parameters for the emission probabilities. Let u
and o2 be the mean and variance of normally distributed In7. Maximum likelihood estimates in each state are

obtained by

Zr]:;l ’Yn(z)

and

G, = Z7]LV:1 Yo (1) (In 7, — f15)?
EnN:1 rYn(Z)

where 7, (i) is the posterior probability of state i, given observations up to time N, 7{¥. Examples the joint

density emission probability are shown in section [5.3] where model parameters are determined for terrorist events
in the GTD.

Contrary to the approach others have taken [57) 35], the proposed model is akin to a counting process, not
a Poisson process, as the system advances by the event count, and not time. The time intervals, and not event
intensity, will be the focus of the model. Most works have treated time as continuous, with the system advancing
by windowed observations taken over a small time interval. With a varying event intensity in each window, this
gives rise to a nonhomogeneous Poisson process. The time interval (or counting process) representation avoids the

inevitable discretization of time and the possible loss of information when two events occur in the same interval.
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This specification is better suited to the problems this work aims to solve.

Modeling the time intervals, as opposed to event intensity, has other benefits as well. The system advances
by discrete steps for each event and is driven by the event count. This leads to a more compact representation,
as long periods of inactivity can be summarized by a single scalar (time interval) instead of a sequence of empty
event counts in each observation window, as shown in section There is in fact a duality between the two the

two representations, since the expected time interval of a nonhomogeneous Poisson process can be obtained by

fx(z3t0) = p(to + ) exp {— /W p(t)dt}

to

where p(t) is the intensity rate function and X is an interval that starts at ¢o [16].

4.2.3 Time dependence

The model defined above may be sufficient for describing a stochastic 2-state point process, but largely ignores the
periodic components of a process, if any. In fact, the expected time intervals, or alternatively the event intensity,
may vary according to some repeating pattern. This may be due to circadian or weekly rhythms, or some varying
intensity that is periodic on a smaller scale.

To illustrate this, consider the P1J terrorist event frequency at weekly, monthly, and yearly intervals, as shown
in figure 0] An increasing frequency of events on a weekly interval can be seen in figure [J] as well as the absence
of events occurring on Saturday, compared to other days of the week. This pattern may be due to exogenous
variables, such as an increased opportunity to terrorize at the end of each week, or perhaps some internal group
dynamics. Many human processes are dominated by periodicity of some sort, from breathing and blood flow,
to email correspondence over a duration of weeks. Breathing patterns follow a circadian rhythm, with lowered
activity in the dark hours. Email correspondence follows a similar pattern, as well as a weekly pattern with
heightened activity during the typical working days.

The model defined in the previous section assumes that the event frequency is not time dependent, and only
depends on the current state of the system. For some actions, such as the PI1J terrorist events, this assumption
is clearly false. Here, a time dependence will be incorporated into the existing model.

First, a time interval 7' must be chosen as the period length. Let p; refer to the log-normal used for time

£ mod T) he the probability of observing an event at time ¢, where fol p2(x)dx = 1. For the

intervals, and let po(
PI1J events, we may define T' = 1 week, where we would expect ps to have an increased density closer to 1.
There are many choices of py, and model selection criterion will eventually be employed to choose a suitable
function. For now, the beta distribution will be used, which is capable of capturing general increasing or decreasing
trends, as well as spikes of activity. It is also conveniently defined on the interval [0,1]. The beta distribution is

given by

il'a_l(l _ (E)B_l

B(a. ) (5)

pa(z; 0, B) =
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Figure 9: PI1J event frequency

where the normalization constant B is the beta function and «, 8 > 0.

Maximum likelihood parameter estimation for the beta distribution does not have a closed form solution.
Parameters may be estimated with the method of moments, which does have a closed form solution, although
this will not guarantee the convergence of the BW algorithm to a local optimum. Instead, we can estimate the

parameters numerically. The estimation of o and 3 is given by

al t modT _ -
&, B € arg max Z’yn(z) lnpg(#;d,ﬁ), 0<i<1.
1

a,8€0 =

where © is the parameter space. The L-BFGS-B algorithm[J] can be used to determine &, B, finding a likely
candidate for a global optimal solution.

Though this optimization must be performed on each iteration of the BW algorithm, the cost appears to be
negligible. Further, the L-BFGS-B can be initialized at the parameters found in the previous iteration. This
minimizes the amount of work that needs to be performed, as successive &, B are likely to be close to each other.
While this method does not guarantee convergence of the BW algorithm, it has (so far) been seen to reliably
converge to a maximum likelihood solution. It also has the benefit of being able to easily swap out distribution
function without deriving a maximum likelihood estimate for each. The behavior of the L-BFGS-B for parameter

estimation in the BW algorithm will be investigated further in the dissertation.
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To incorporate the time dependence, we now must change the observations slightly. At each step, the ob-
servations supplied to the model will consist of (¢,,7,). The emission probability is then redefined as the joint

probability of time ¢,, and time interval 7,

t modT
p(7,t; 1, 0,0, B) = p1 (75 1, 0)pa2 (T;a,5>

where p; is the log-normal used to model time intervals and ps is the beta distribution for modeling periodic
intensities. This definition assumes independence between 7 and ¢. While this is not strictly true 7 and ¢ can be

shown to be asymptotically independent, an item to be included in the dissertation.

4.2.4 Handling exogenous variables

It may be beneficial to eliminate the effects of exogenous variables of a point process. This can be accomplished
by defining a relative clock, as opposed to the absolute clock normally used to measure the time at which each
event occurs. Whereas an absolute clock advances according to our normal concept of time, a relative clock is
advanced based on the global state of a system [75].

Consider two events that occur at time ¢,,_q1 and t,,. The absolute time between these events is defined as

th th events is defined as the

Tn = tn — tn—1 (as defined earlier). The relative time between the (n — 1)*™ and n
number of events that occur globally between ¢,,_1 and t,. For example, if we consider the terrorist events within
a region, and the events associate to one group in particular, the time between events from a group is the total
number of events that occur in that region.

The relative clock eliminates exogenous variables in a dataset. In periods of global silence, time will not
advance, and in periods of globally high frequency, the inter-event time of any particular entity will be relative
to every other entity. This representation also has the benefit of eliminating the effects of missing data. Event
predictions can be interpreted as the expected number of global events that will occur before the next event of
an entity instead of the amount of elapsed time.

To see the effects of a relative clock, consider the PIJ terrorist events. The relative clock is defined as the total
number of events occurring within the Israel, West Bank/Gaza Strip, Lebanon region. The AF for P1J events is
calculated using a relative clock, shown in figure The AF power-law scaling is more clearly visible as a linear

upward trend on the log-log plot.

4.3 Model evaluation

The proposed models will be comprehensively evaluated on both real and synthetic datasets. Model evaluation
will include likelihoods, performance in each of the three problems addressed by this thesis, tests for goodness of
fit, and statistical proofs of consistency. Model selection will also be guided by these principles. A parsimonious

model is desired, and generally, models with a lower Akaike information criterion (AIC) will be preferred when
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Figure 10: Allan Factor of PLJ events using a relative clock

comparing models with different numbers of parameters. The AIC is given as
AIC=2k—-2InL

where k is the number of parameters and L is the likelihood. If there is overwhelming evidence for higher
performance in each of the three problems, then a model may be selected despite a having higher higher AIC. In
any case, a thorough argument will be made for any model selected it an attempt to satisfy all of the constraints

in this section.

4.3.1 Attribution

Attribution is the problem of labeling an unknown sequence of events. We are given event sequences {7;} with
known identities ¢ € I and 7, with unknown identity. The goal is to determine which identity 7, belongs to.
A random choice of i has a ﬁ chance of being correct, where |I| is the number of identities in the database.
Classification performance of selected models will be evaluated when controlling for several variables, including
the number of samples, the size of the unknown sample, and number of identities.

Determining the classification accuracy as a function of the number of unknown events (i.e. unknown sample
size) is an interesting problem. If we have all homogeneous Poisson processes in the database, then the classi-
fication of a single event, or 7, of size 1, is limited by the process with the highest frequency. That is, if we
have three homogeneous Poissons, with rates A1 < A2 < As, then the classification of a single event is limited by
ﬁzw\s, in which each event is simply assigned to the process with the highest frequency. Upper bounds for
the classification accuracy of a sequence of 2 events, 3 events, and so on, will be developed in the dissertation.
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Theoretical arguments will be made for the limitations of time interval biometrics under ideal conditions for
homogeneous and nonhomogeneous Poisson processes.

It can be shown that we need a nonhomogeneous process to achieve classification accuracy of a single event
above baseline performance. The classification of a single scalar is arguably the most difficult problem in pattern
classification, but remains relevant in TIB since we will often be faced with unknown samples consisting of only
a single event in time. Such a scenario is encountered in terrorist events, where it is desirable to determine the

perpetrator of a single event.

4.3.2 Verification

Verification is a binary classification problem in which we must decide whether a claimed responsibility for an
event is genuine. Similar to attribution, we are given {7;} with known identities i € I, as well as unknown
events T, |c with claimed identity ¢. Claims are accepted or rejected by a threshold that varies to control the bias
between two types of error rates, false acceptance and false rejection.

Verification accuracy will be reported as the equal error rate (EER), the point on the receiving operator
characteristic (ROC) curve at which the false acceptance rate (FAR) and false rejection rate (FRR) are equal.
The area under curve (AUC) will also be reported, as this measure summarizes the model’s global performance as
the threshold is varied between its minimum and maximum values. In the dissertation, lower bounds on verification
accuracy of homogeneous and nonhomogeneous Poisson processes will be shown with similar arguments as for

attribution.

4.3.3 Prediction

Prediction is important when an application requires the estimation of resource consumption, such as in the case
of mobile calls, or cost minimization, in the case of terrorist events. Forecasting human behavior has countless
other applications. The task can be stated quite simply: given 7{", predict 7y 41, or the time of the next event.
With N time intervals, we can make N — 1 predictions by using 7{* as a training sequence and forecasting 7,41
for n < N — 1. To evaluate prediction accuracy, the symmetric mean absolute percentage error (SMAPE) will be
used [57]. Let the prediction for each time interval 7,, be 7,,. The SMAPE is given by

Tn *%n

Tn + Tn

N
1
MAPE = —
S N ; (6)

This value ranges between 0 and 1, with 0 indicating a perfect forecast.
In the context of the model defined earlier, predictions for the (n + l)th intervals can be made by determining

the probability of being in each state at time n + 1, and the expected time interval in each state. This is given by

1

Tnt1l = Z P(Zn-i-l = i|7-1n)E[Tn+1|Zn+1 = Z]
1=0
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where z, is the state of the system at time n. Using the variables calculated from the forward procedure, this

translates to

1
Tntl = ZﬂiE[Tn+1|Zn+1 = q
i=0

where
Zj () P(2nt1l2n = j)
Zj an(j)

and ., (j) is the probability of time intervals 7{* and state z, = j at time n. This can be efficiently computed

B =

using the forward procedure.

For comparison, a simple baseline predictor is defined as

. IR
Tnt1/Baseline = o, Z i (7)
i=1

or simply the mean time interval up to time n.

4.3.4 Goodness of fit

We would like the fitted model to generate samples that are indistinguishable from the empirical data. Assessing
the goodness of fit of our model is an important part of validating the selected model as a reasonable explanation
for the observed data. While there exist many techniques for assessing the goodness of fit, a Monte Carlo
hypothesis testing approach is opted for here.

Following [38], the area test statistic A will be used to determine the agreement between a model with

parameters # and time intervals 7. The area test statistic is defined as
A= / |Pp (1) — Pa(7|0)|dT

where Pp is the empirical cumulative distribution and Py, is the model cumulative distribution. This integration
is thought to be a compromise between the Kolmogorov-Smirnov (KS) test and Cramer-von Mises test [38].
Possible alternatives for the test area statistic include the Wald-Wolfowitz test [73] and a rank based test [25].
The Monte Carlo hypothesis testing will proceed as follows. Given best fit model parameters 6 for N time
intervals 7, the test area statistic between the empirical data and best fit model is determined. From the model
with parameters é, a synthetic dataset of size N is generated and treated similarly as the empirical data. The
best fit parameters 0 for synthetic time intervals T4 are determined by fitting the model to the synthetic data.
The test area statistic is then calculated between the synthetic data and best-fit synthetic model. This process is
repeated until enough observations exist to calculate a two-tailed P value for the test area statistic between the
1

empirical data and best fit model with precision 57, where usually M = 100 depending on the computational cost
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and size of the dataset. A rejection threshold of P > 5% will be used, as 5% is typically considered a conservative
threshold.

With large datasets, there are bound to be some models that are rejected in the test above. If a significant
proportion of the population reject a proposed model, than an alternative class of models will be investigated. In
reality, for a model to be a reasonable explanation for the observed data, then very few samples should reject the

best fit model. These would be considered outliers, and with only a few rejections, a model may still be used.

4.3.5 Consistency

Lastly, in evaluating and selecting a model, the chosen model must be consistent [49]. This requires that the
parameter estimation be both convergent and asymptotically unbiased. Borrowing concepts from asymptotic
distribution theory, the proposed class of models will be shown to have both of these properties.

A statistical proof for consistency can be constructed as follows. First, a model is initialized with parameters
0. From this model, M time interval samples are generated, each containing N time intervals. For each time series

T;, the best-estimate parameters 0; are computed using the BW algorithm described above. The scaled residuals
6;—0

max(éifeo) ’

As N increases, with sufficiently large M, the scaled residuals should go to 0. The convergence to 0 should also

can be taken as i.e. the residual of each estimated parameter is scaled by the maximum residual.
be insensitive to the choice of §y. Consistency is a necessary property for any model under consideration, and

inconsistent models will be rejected without being explored further.

4.4 Experiment reproducibility

A computer science dissertation should be accompanied by source code and data for the purpose of making
experiments reproducible[39]. To this extent, the source code accompanying this dissertation will be made publicly
available and only publicly available datasets will be used for evaluation.

The experiments conducted as part of any dissertation are subject to confounds that may render the results
invalid. Many times, confounds are manifested during the course of data collection. In dealing with human
subjects, the criteria for selecting participants, instructions given to participants, and other factors, may influence
the outcome of an experiment. Providing a detailed description of the experimental protocol is also necessary for
others to reproduce the experiment.

Choosing to utilize publicly available datasets alleviates much of the effort required in making experiments
reproducible. Many of the datasets considered have extensive literature detailing the methods of data collection.
There is a mix of real-world and laboratory data. The eye movement [29] and rhythm generation [52] datasets
were collected under laboratory conditions, while every other dataset is collected under minimal, or no constraints.
High frequency human actions are the only ones that can be conveniently collected in a laboratory, as much of
the natural behavior for low frequency actions is only attainable in the real world. For example it would be
very difficult to observe email correspondence, micro-blogging, and terrorist events under laboratory conditions.

We must avoid a selection bias when evaluating models on subsets of these databases, just as a selection bias is
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avoided in data collection procedures.

Most of the datasets are quite large and less susceptible to selection bias. This is not true for the mobile calls
and messages dataset, which contains calls and messages from 27 students [40]. In this case, results are likely to
be highly skewed, and untypical of the “average person.” Results obtained on this type of data must be taken
cautiously.

One additional problem with observing human actions in a laboratory environment is that the experimenter,
at some point, creates an artificial upper bound on the time that can occur between events. This can be due
to timing constraints within each session or across multiple sessions. This artificial upper bound must be kept
in mind during the course of evaluation. Upper bounds may also be imposed by outside sources in real-world
datasets. One example is the terrorist activity in the GTD. A group must continue to perpetrate terrorist events
in order to maintain their designation as a terrorist organization. This designation is typically reviewed after

some time, and may be revoked if the group fails to engage in terrorist activity for several years [70].

5 Preliminary results

Using the model described above, some preliminary results are obtained to demonstrate the feasibility of the

proposed work. Classification, verification, and prediction results are obtained for three small datasets.

5.1 Keystroke

The intervals between key-press events, or press-press transitions, are considered. The key names themselves are
ignored, resulting in a one-dimensional time series of inter-event times. First, two randomly selected samples
are used for parameter estimation of the 2-state HMM with log-normal emission probabilities. The first sample
is a fixed-text sample obtained from a user copying a nursery rhyme containing approximately 150 characters.
The second sample is free-text obtained from a user answering an open-ended essay question [72]. The emission
probabilities, and empirical densities, are shown for each trained HMM in figure The separation between active
and passive states is clear in the empirical distribution, and rediscovered by the trained HMM. The separation of
states indicates that a 2-state model for keystroke behavior may be appropriate. The states correspond to periods
of activity, in which a user is continuously typing, and inactivity. The inactivity in the fixed-text sample may be
due to the time in which a user is reading the text that must be copied. In the free-text sample, inactivity may
be a result of thinking between sentences and phrases. Further work is needed to justify these claims.

The classification and verification accuracy is determined for the fixed-text dataset. Altogether, there are
13 users with 4 samples each from the 4 different copy tasks. Each task required the user to copy a nursery
rhyme of approximately 150 characters. A leave-one-out cross-validation (LOOCYV) is used to obtain the results.
The log-likelihoods are used as similarity measures in a linear-weighted k-nearest-neighbor (kNN) classifier [43].
First, one sample is left out and designated as the query sample. The 2-state HMM as described earlier is fit to
each of the remaining training samples. The log-likelihood of the unknown sample is then determined for each
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Figure 11: 2-state HMM with log-normal state probabilities fitted to fixed- and free-text key-press inter-event
times. State 0 corresponds to the passive state and state 1 is active. The state emission probabilities are shown
on top of the empirical density.

of the trained HMMs. The linear-weighted kNN classification then proceeds normally, using the log-likelihoods
as similarities. Authentication decisions are determined by a global threshold, as described in [43]. Normally,
a HMM would be trained on multiple samples instead of fitting a single HMM to each training sample. In the
future, the two methods will be compared.

The preceding classification and verification procedure yielded a 67.3% classification accuracy, 9.6% EER,
and 0.974 AUC. For comparison, the dichotomy classifier described in [45], with 218 keystroke features that rely
on the key names, gives an EER of 10.64%. The development of hierarchical emission probabilities for specific
inter-event times should further improve the performance of the generative model, and is an item for future work.

Generative models in keystroke biometrics are currently lacking. Besides robust performance, one application
of such models is in forging the typing pattern of an individual. With this in mind, the forging capabilities of
keystroke HMM can be evaluated. Using the same dataset, and standard techniques for authentication [45], the
model will be trained and then used to generate samples for authentication. This will test the robustness of
current approaches to non-zero effort attacks. Previous work has shown the performance of keystroke systems to

degrade significantly under non-zero effort attacks [62].

5.2 Bitcoin

Digital currencies are attractive to users because of their convenience, security, and anonymity. Bitcoin [47] is

one of the most popular digital currencies, relying on payment verification by a large P2P network. Despite every
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of the empirical density.

transaction being publicly known, claims of anonymity have been associated with the Bitcoin network. Such
claims ignore the temporal behavior that can deprive users of anonymity [44].

To demonstrate this claim, a small subset of the Bitcoin dataset is selected for preliminary analysis. The
dataset consists of 30 randomly-selected users who made between 50 and 500 transactions per month for at least
5 separate months, and 5 month-long samples are created for each user. Parameters for the 2-state HMM with
log-normal emissions are determined for each sample. An example of the empirical and fitted state densities for
transaction time intervals is shown in figure The separation between inactive and active states is similar to
that observed in the keystroke samples.

Similar to the results obtained in the previous section, the classification and verification accuracies were
determined using the log-likelihoods as similarity measures in a linear-weighted kNN classifier. This achieved a
34.7% classification accuracy, 20.8% EER, and 0.823 AUC.

The preceding results, similar to the keystroke, assume that the event intensity is independent of time and
depends only on the underlying state. As a relatively low-frequency event, Bitcoin transactions are subject to the
effects of circadian rhythm. To model this nonhomogeneous intensity, a joint probability for time interval and
time of day (TOD) is introduced. Let each observation consist of (¢,,7,), where 7, = t,, — t,,_1. The log-normal

is used for the time intervals, as before, and the beta distribution is used to model the probability of a transaction
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occurring over each day. The joint emission probability for each state can then be calculated as

t modT
p(Tv t;uaaaaaﬂ) :p1(7|u,0)p2 (T;aaﬂ>

where T" = 24 hours, p; is the log-normal with parameters p and o, and ps is the beta distribution with parameters
« and . Maximum likelihood parameter estimates for the beta distribution are obtained numerically as described
in section

Introducing the preceding time dependency increased the classification accuracy to 49.3%. The AUC also
increased slightly to 0.851 with an EER determined to be 21.3%, likely within the error range of the first model.
While the log-normals capture passive and active inter-event times, the beta distribution captures the heightened

activity during daylight hours for many users.

5.3 Global Terrorism Database

The Global Terrorism Database (GTD) is an open source database of worldwide terrorist events that have
occurred since 1970 [31]. Each event is described by over 100 variables, including the time of the event, suspected
and confirmed participating groups, claims of responsibility, and so on. According to GTD data collection
methodology, a terrorist event is an intentional act of violence committed by a sub-national group or individual.

Additionally, the event must have at least two of the following attributes [32]:
e Political, economic, religious, or social motivations
e Intent to coerce or intimidate a large audience
e Actions that violate international humanitarian law

The database is overseen by a panel of 12 terrorism research experts and is generally considered of high quality
[63]. As of January, 2015, the GTD contains 129,017 events from January 1, 1970, to October 15, 2013.

In this work, only the events that have occurred in Israel, the West Bank and Gaza Strip, and Lebanon are
considered. This particular subset of the GTD was selected for several reasons. Besides being an area of ongoing
conflict, the region of interest (ROI) comprised of states just mentioned contains a relatively high number of
active terrorist groups operating primarily within that area. We can define an active terrorist group operating
primarily within a region as some group that has confirmed involvement in a minimum number of events and the
proportion of events occurring inside the ROI greater than some threshold.

Formally, let ROI be the set of states that comprises the interested region, n; be the number of events that
group 4 has been a confirmed perpetrator, and n; ror be the number of confirmed events occurring within the
ROL. The active groups in the ROI are identified as {i, n; > mand "’n# > r}, where m is the minimum number
of confirmed events and r is the minimum proportion of confirmed events that must occur within the ROI. In
this work, m = 40 and r = 0.5, i.e. we are interested in groups that have at least 40 confirmed events with most
of their activity residing within the ROI.
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Table 4: Active terrorist groups and event statistics in Israel, the West Bank and Gaza Strip, and Lebanon

] Group name \ Confirmed \ Suspected \ Claimed \ Competing
al-Agsa Martyrs Brigade 149 6 13 5
al-Fatah 43 5 2 0
Democratic Front for the 49 0 9 0
Liberation of Palestine (DFLP)
Hamas (Islamic Resistance 994 91 14 5
Movement)
Hizballah 240 41 2 1
Palestine Liberation
Organization (PLO) 104 12 1 1
Palestinian Islamic Jihad (P1J) 154 6 11 5
Palestinians 790 18 0 0
Popular Front for the Liberation 90 5 3 3
of Palestine (PFLP)
Popular Resistance Committees 42 0 2 1
y Total | 1878 114 [ 55 ] 21

After applying the above formula, we find 10 active groups within the ROI, which seems to be a relatively
dense region of active terrorist groups. By contrast, an area such as Sub-Saharan Africa, which contains 46
countries, has only 11 groups that meet this criteria. The mentioned ROI also contains a relatively high number
of events with competing claims of responsibility, which will be of importance later, since the attribution of single
events can help resolve competing claims of responsibility. The active groups and number of each event type are
shown in table @l

An event in the GTD can have up to three different participating groups, and the participation of each group
can be either confirmed or suspectecﬂ Events may also have claimed responsibility from a group who is only
suspected of being involved. In some cases, events have competing claims of responsibility from suspected groups,
and the claims of responsibility in these events are mutually exclusive. Under these criteria, we distinguish
between 4 different types of events in the rest of this work.

As an example of the proposed work, the trained model for P1J terrorist events is considered. The emission
probabilities for 7 and ¢ in each state are shown in figure and figure respectively, with the joint prob-
abilities shown in figure The densities in figure show the active and passive states, while the densities
in figure indicate an increasing intensity towards the end of each weak in both states, consistent with the
frequencies observed in figure @ A prediction can be made by equation @, which combines the expected state
with the emission probabilities in each state. An example prediction density is shown in figure where the
tail of the distribution extends far beyond the interval shown indicating the prediction of an inactive state.

By taking the expected value from the joint density over both states, as in figure we can make a prediction
for the time until the next event. The SMAPE is determined for the PIJ events as a function of the available

2Suspected participation is based on a dubious claim of responsibility or speculation of involvement
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Figure 14: HMM and baseline SMAPE in predicting the time to next event for PIJ terrorist events

training data starting with Nypqin = 50 up to N¢pgin = N — 1 where N = 153 is the maximum amount of data
available. A baseline prediction is also made using equation . The HMM and baseline SMAPE for P1J events
is shown in figure

The HMM outperforms a baseline model, although there is a drift in accuracy beyond 100 events. This
decrease in accuracy may be attributed to either changing group dynamics, or a change in the global state. To
eliminate exogenous variables, and determine whether the increased error can be attributed to a change in the
group dynamics, we can define a relative clock.

As further motivation for using a relative clock, we can examine the events from all groups in the ROI, shown
in figure[T5] It can be seen that there are several gaps in the PIJ event which seemingly correspond to decreased
activity in each of the other groups. Causes for this global decrease in activity may be due to a shift in political
climate, or the state of the GTD itself. There was at least one transitioning period in the GTD in which a number
of events were lost [3I]. Over time, the GTD has also incorporated events from other terrorist databases that
cover disjoint segments of history. We can eliminate such exogenous effects by timing events with a relative clock
before making predictions [75].

Let the time between each PIJ event be the total number of events that occurred in the ROI within that
period. The SMAPE for P1J events using a relative clock is shown in figure [I6] The upwards trend is almost
entirely eliminated, and the gain of the HMM over the baseline model nearly doubles. It can be concluded that



5 PRELIMINARY RESULTS

Hidden

Al-Agsa Martyrs Brigade ‘II"II"H"”'”HIH H ‘
al-Fatah H H| ‘ ‘ | H‘ H‘ ‘ ‘ ‘ H‘ H”

Democratic Front for the Liberation of Palestine (DFLP) ‘ ‘ ‘ ‘H H “ ‘ ‘ H ‘ ‘

Hizballah ‘ H| ‘ |H | |“ |H| “ ml” |I |‘||II|I‘|‘I‘IH ‘ ‘ ‘| ‘ H ‘
Palestine leeranonOrganlzamn PLO} H| H ‘ H‘ |

Hamas (Islamic Resistance Movement) H

Palestlmans

atrotthasamtomamt ||| 111 ML

Popular Front fc}rthe L|berat|on of Palestme PFLP

Popular Resistance Committees H H‘ “Hm || H H
Observed

0 QOIOO 40!0 GOIOO 8& IO[IJOO 12000 14!00

Days since Jan. 1, 1970

Figure 15: Terrorist activity observed events as a mixture of hidden processes

16000

35



6 TIMELINE 36

0 ‘ : ; ‘ --- Baseline

0.8 -

0.6 -

SMAPE

0.4

i J
G0 80 100 120 140 160
A\'Ttrrziu

Figure 16: HMM and baseline SMAPE for P1J events using a relative clock.

the increase in error, if any, is minimally due to a change in the group dynamics.

6 Timeline

Having already accomplished much of the work described in section [4.1] the proposed dissertation is well un-
derway. Much of the remaining work involves the implementation of model selection and evaluation protocols.
Optimizations might be necessary for some of the larger datasets. The source code is largely written in Python,
making use of several scientific computing libraries, including: numpy, scipy, pandas, and powerlaw. Data visu-
alization is accomplished by the matplotlib Python library, and the manuscript written in TEX. A timeline of
past and future work is summarized in table

There have been several publications related to the work already performed as part of this dissertation. These

are listed in section §A]

7 Conclusions

This dissertation is multidisciplinary to say the least, borrowing ideas from various fields including biometrics,

psychology, physics, and statistics. The aim is to capture some of the fundamental principles underlying human



7 CONCLUSIONS 37

Table 5: Dissertation timeline

Date Task

e Data collected
2014 Fall e Model proposed

e Base model implementation

e Dissertation proposal
2015 Spring e Model extensions implemented

e Model evaluation begins

e Complete implementation and model evaluation

201
015 Summer e Data and source code prepared for release

e Complete writing the manuscript

2015 Fall e Dissertation defense

dynamics and utilize these for the purpose of biometric identification and authentication. This partly justifies
the wide range of human actions considered in this work. There are countless applications that may be realized
from the methods developed here. From online applications, such as continuous keystroke authentication, to
forensics, in attributing historic terror events to terrorist organizations. Many of the actions considered hide
a richer structure and contain much more information than the temporal dynamics alone. In such cases, the
temporal behavior can be incorporated into domain-specific models. For example, the terrorist events in the
GTD contain over 100 other variables that may provide other useful information in event attribution.

The arguments presented in this proposal show that this problem is worthy of pursuit. The idea of a time
interval biometric has been lurking within the relevant literature for the past decade or so, but currently lacks
the formalism and structure found in more common biometrics such as face and fingerprint. The proposed work
will fill this void for the benefit of future work in temporal behavioral biometrics. It is also in line with the
expectations the Information Assurance Scholarship Program (IASP), which funds this research and requires
work with a “concentration in an information assurance function”, such as biometrics.

Timestamps of human behavior are ubiquitous, and by comparison, spatial information is scarce. The datasets
considered in this work are a realization of this statement. Nowadays, there are far more scenarios in which the
time of a human action can easily be obtained, but the location cannot. Indeed, this phenomenon has been

observed by other researchers, as Buhusi and Meck indicate, “space is gradually losing its value in a world of
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computer networks” and “time is becoming the essence of our times” [7].

Timestamps will also prevail in the age of privacy. The encryption of transmitted messages may be resilient
to standard techniques of identification that rely on payload analysis, but become susceptible to the methods
developed in this work if the time of transmission can be observed. It is no question that methods relying on
temporal information can be improved considerably, adding to the fact that temporal behavior for biometric

purposes should remain an ongoing area of research.

A Related author publications
2011

e An investigation of keystroke and stylometry traits for authenticating online test takers, in 2011 Interna-
tional Joint Conference on Biometrics (IJCB).

2012

e Developing a keystroke biometric system for continual authentication of computer users, in 2012 European
Intelligence and Security Informatics Conference (EISIC).

2013

e Behavioral biometric verification of student identity in online course assessment and authentication of au-
thors in literary works, in IEEE Sizth International Conference on Biometrics: Theory, Applications and
Systems (BTAS).

e Recent Advances in the Development of a Long-Text-Input Keystroke Biometric Authentication System for

Arbitrary Text Input, in 2013 European Intelligence and Security Informatics Conference (EISIC).

e Keystroke Biometric Studies on Password and Numeric Keypad Input, in 2013 Furopean Intelligence and
Security Informatics Conference (EISIC).

2014

e A Correlation Method for Handling Infrequent Data in Keystroke Biometric Systems, in 2nd International

Workshop on Biometrics and Forensics.
e Using a predefined passphrase to evaluate a speaker verification system, in Artificial Intelligence Research.

e Authorship Authentication Using Short Messages from Social Networking Sites, in IEEFE 11th International
Conference on e-Business Engineering (ICEBE).

e Classification and Authentication of One-dimensional Behavioral Biometrics, in 2014 International Joint
Conference on Biometrics (IJCB).
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2015

e Identifying Bitcoin Users by Transaction Behavior, in SPIE Defense, Security, and Sensing (DSS) Biometric
and Surveillance Technology for Human and Activity Identification XII.
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